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Thisbook isfor people who study or practice information technology,
management information systems (MIS), accounting information systems (AlS),
or computer science. In writing the book, it is assumed that readers are exposed
to computer networking and cybersecurity for the first time. They are challenging
subjects partially because of the constant rise and fall of related technologies and
IT paradigms. Asthe titleimplies, much focusis placed on providing reader
audience with practical aswell as theoretical knowledge necessary to build a
successful professional career. With the book s practical value, a number of my
students told me that they were keeping it as afuture reference.

If used for aclass, the book of 12 chapters contains just about right amount of
coverage for a semester or quarter. It balances introductory and fairly advanced
subjects on computer networking and cybersecurity to furnish both technical and
managerial knowledge. Although the writing is moderately dense, much effort
has been placed on explaining sometimes challenging concepts in a manner that
readers can follow through with careful readings.

No effort was spared in providing readers with real or quasi hands-on learning
experience without necessarily relying on a computer lab. First, each chapter
comes with practical exercises questions. In the class setting, they are good as
individual or group assignments. Many of them are based on simulated or real
cases, and take advantage of actual industry products and systems for areader to
better relate theories to practice. Second, there are a number of information-rich
screen shots, figures, and tablesin each chapter carefully constructed to enhance
visual learning. Readers are encouraged to review each of them carefully to
solidify learning.

In addition to the thorough technical details, managerial issuesincluding network
planning, design, and management are covered throughout the book from the
practitioner s perspective to afford balanced learning. Besides, bearing in mind of
the critical importance of cybersecurity in today s computer networks,
implications of a networking technology on cybersecurity are discussed
whenever appropriate. Lastly, two chapters are dedicated to introduce
fundamentals of cybersecurity in terms of threat types and defense techniques.
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Summary of Updates This edition has several improvements over the previous
one: With therise of Internet of Things, asection isintroduced (Chapter 1).
The measures available to strengthen the security of Ethernet switches are
expanded (Chapter 3).

A section is newly created to provide a high-level understanding of the border
gateway protocol (Chapter 6).

The explanation of the data VLAN is expanded (Chapter 7).

With the rapid progress in WiFi standards, Chapter 8 is updated throughout
(Chapter 8).

The explanation of Metro-Ethernet is replaced by Carrier-Ethernet reflecting
technology advancement (Chapter 9).

The cellular network section is added as awireless WAN technology (Chapter 9).
The explanation of WAN topologies (9.4.2) is dropped to avoid duplication
(Chapter 9)

The explanation of 1Pv6 is updated (Chapter 10).

The firewall and DMZ section is expanded significantly to introduce different
practical approachesin setting up the firewall (Chapter 12).
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necessary to build a successful professional career. With the book s practical value, a number of my students
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If used for aclass, the book of 12 chapters contains just about right amount of coverage for a semester or
quarter. It balances introductory and fairly advanced subjects on computer networking and cybersecurity to
furnish both technical and managerial knowledge. Although the writing is moderately dense, much effort has
been placed on explaining sometimes challenging concepts in a manner that readers can follow through with
careful readings.

No effort was spared in providing readers with real or quasi hands-on learning experience without
necessarily relying on a computer lab. First, each chapter comes with practical exercises questions. In the
class setting, they are good as individual or group assignments. Many of them are based on simulated or real
cases, and take advantage of actual industry products and systems for areader to better relate theoriesto
practice. Second, there are a number of information-rich screen shots, figures, and tables in each chapter
carefully constructed to enhance visual learning. Readers are encouraged to review each of them carefully to
solidify learning.

In addition to the thorough technical details, manageria issues including network planning, design, and
management are covered throughout the book from the practitioner s perspective to afford balanced learning.
Besides, bearing in mind of the critical importance of cybersecurity in today s computer networks,
implications of a networking technology on cybersecurity are discussed whenever appropriate. Lastly, two
chapters are dedicated to introduce fundamentals of cybersecurity in terms of threat types and defense
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of Internet of Things, a section isintroduced (Chapter 1).

The measures available to strengthen the security of Ethernet switches are expanded (Chapter 3).

A section is newly created to provide a high-level understanding of the border gateway protocol (Chapter 6).
The explanation of the data VLAN is expanded (Chapter 7).

With the rapid progressin WiFi standards, Chapter 8 is updated throughout (Chapter 8).

The explanation of Metro-Ethernet is replaced by Carrier-Ethernet reflecting technology advancement
(Chapter 9).

The cellular network section is added as awireless WAN technology (Chapter 9).
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Editorial Review

About the Author

Bongsik Shin teaches at San Diego State University. He has teaching experience in data communications &
network security, business intelligence (data warehousing, data mining, and statistics), introductory and
advanced electronic commerce, IT management & strategy, operating systems, and principles of MIS.
Especially, he has been teaching data communications & network security over 18 years. His academic
activities have been funded by nineteen different teaching and research grants since 1997. His research
interests include e-commerce/mobile commerce, information security, | T capability, and research
methodology. His research has appeared in such journals as MIS Quarterly, | EEE Transactions (Engineering
Mgt & SMC), Journal of AlS, European Journal of Information Systems, Journal of MIS, Information
Systems Journal, Communications of the ACM, Information & Management, and Decision Support Systems.

Users Review
From reader reviews:
Kristin Todd:

The book A Practical Introduction to Computer Networking and Cybersecurity 2nd Edition give you a sense
of feeling enjoy for your spare time. Y ou need to use to make your capable considerably more increase.
Baook can for being your best friend when you getting anxiety or having big problem with the subject. If you
can make examining abook A Practica Introduction to Computer Networking and Cybersecurity 2nd
Edition for being your habit, you can get more advantages, like add your capable, increase your knowledge
about some or all subjects. Y ou may know everything if you like open up and read a guide A Practical
Introduction to Computer Networking and Cybersecurity 2nd Edition. Kinds of book are several. It means
that, science e-book or encyclopedia or some others. So, how do you think about this e-book?

Valerie Wright:

The book A Practical Introduction to Computer Networking and Cybersecurity 2nd Edition can give more
knowledge and information about everything you want. So why must we leave a very important thing like a
book A Practical Introduction to Computer Networking and Cybersecurity 2nd Edition? A number of you
have a different opinion about guide. But one aim this book can give many facts for us. It is absolutely
correct. Right now, try to closer with your book. Knowledge or information that you take for that, you are
ableto give for each other; you may share al of these. Book A Practical Introduction to Computer
Networking and Cybersecurity 2nd Edition has simple shape however, you know: it has great and large
function for you. Y ou can look the enormous world by start and read areserve. So it is very wonderful.

Debra Yarbrough:

In this 21st century, people become competitive in every single way. By being competitive today, people
have do something to make al of them survives, being in the middle of typically the crowded place and



notice simply by surrounding. One thing that occasionally many people have underestimated the idea for a
whileisreading. Yep, by reading areserve your ability to survive boost then having chance to endure than
other ishigh. To suit your needs who want to start reading any book, we give you that A Practical
Introduction to Computer Networking and Cybersecurity 2nd Edition book as basic and daily reading
reserve. Why, because this book is greater than just a book.

Ricardo Kiernan:

Often the book A Practical Introduction to Computer Networking and Cybersecurity 2nd Edition will bring
you to the new experience of reading a book. The author style to elucidate the ideais very unique. When you
try to find new book to read, this book very ideal to you. The book A Practical Introduction to Computer
Networking and Cybersecurity 2nd Edition is much recommended to you to see. Y ou can also get the e-book
from your official web site, so you can easier to read the book.
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