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A succinct guide to securely administer your network using Wireshark

About This Book

Make the most of Wireshark by breezing through all its features and analyzing●

network security threats
Full of scenarios faced by security analysts along with comprehensive solutions●

Packed with step-by-step instructions to walk you through the capabilities of●

Wireshark

Who This Book Is For

If you are network administrator or a security analyst with an interest in using
Wireshark for security analysis, then this is the book for you. Basic familiarity
with common network and application services terms and technologies is
assumed.

What You Will Learn

Familiarize yourself with the robust features offered by Wireshark●

Use the powerful command-line utilities shipped with Wireshark●

Analyze numerous threats to network security using Wireshark●

Investigate attacks performed using popular security tools such as Nmap,●

Nessus, Metasploit, and more
Solve real-world CTF challenges using Wireshark●

Create your own security-related profile in Wireshark●

Configure Wireshark for effective network troubleshooting●

Get accustomed to common scenarios faced by security analysts●

Analyze malware traffic successfully by using Wireshark●

Unearth anomalies hampering the speed of network communications●

In Detail

Wireshark is the world's foremost network protocol analyzer for network analysis
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and troubleshooting.

This book will walk you through exploring and harnessing the vast potential of
Wireshark, the world's foremost network protocol analyzer.

The book begins by introducing you to the foundations of Wireshark and
showing you how to browse the numerous features it provides. You'll be walked
through using these features to detect and analyze the different types of attacks
that can occur on a network. As you progress through the chapters of this book,
you'll learn to perform sniffing on a network, analyze clear-text traffic on the
wire, recognize botnet threats, and analyze Layer 2 and Layer 3 attacks along
with other common hacks.

By the end of this book, you will be able to fully utilize the features of Wireshark
that will help you securely administer your network.
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About This Book

Make the most of Wireshark by breezing through all its features and analyzing network security threats●

Full of scenarios faced by security analysts along with comprehensive solutions●

Packed with step-by-step instructions to walk you through the capabilities of Wireshark●

Who This Book Is For

If you are network administrator or a security analyst with an interest in using Wireshark for security
analysis, then this is the book for you. Basic familiarity with common network and application services terms
and technologies is assumed.

What You Will Learn

Familiarize yourself with the robust features offered by Wireshark●

Use the powerful command-line utilities shipped with Wireshark●

Analyze numerous threats to network security using Wireshark●

Investigate attacks performed using popular security tools such as Nmap, Nessus, Metasploit, and more●

Solve real-world CTF challenges using Wireshark●

Create your own security-related profile in Wireshark●

Configure Wireshark for effective network troubleshooting●

Get accustomed to common scenarios faced by security analysts●

Analyze malware traffic successfully by using Wireshark●

Unearth anomalies hampering the speed of network communications●

In Detail

Wireshark is the world's foremost network protocol analyzer for network analysis and troubleshooting.

This book will walk you through exploring and harnessing the vast potential of Wireshark, the world's
foremost network protocol analyzer.

The book begins by introducing you to the foundations of Wireshark and showing you how to browse the
numerous features it provides. You'll be walked through using these features to detect and analyze the
different types of attacks that can occur on a network. As you progress through the chapters of this book,
you'll learn to perform sniffing on a network, analyze clear-text traffic on the wire, recognize botnet threats,
and analyze Layer 2 and Layer 3 attacks along with other common hacks.

By the end of this book, you will be able to fully utilize the features of Wireshark that will help you securely



administer your network.
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Editorial Review

About the Author

Piyush Verma

Piyush Verma currently serves as a senior security analyst at NII Consulting, India, and enjoys hacking his
way into organizations (legally) and fixing the vulnerabilities encountered. He strongly values hands-on
experience over certifications; however, here are a few certifications he has earned so far: OSCP, CEH,
CHFI, CCNA Security, and CompTIA Security+. He is a highly sought-after professional speaker and has
delivered security training to folks working in public, private, and "secret" sectors. He can be contacted at
https://in.linkedin.com/in/infosecpiyushverma.

Users Review

From reader reviews:

James Murray:

The book Wireshark Network Security can give more knowledge and information about everything you
want. Why must we leave a very important thing like a book Wireshark Network Security? Several of you
have a different opinion about e-book. But one aim this book can give many info for us. It is absolutely
correct. Right now, try to closer along with your book. Knowledge or details that you take for that, it is
possible to give for each other; you can share all of these. Book Wireshark Network Security has simple
shape nevertheless, you know: it has great and massive function for you. You can appear the enormous world
by start and read a book. So it is very wonderful.

Robert Shelby:

Information is provisions for individuals to get better life, information these days can get by anyone at
everywhere. The information can be a understanding or any news even a huge concern. What people must be
consider while those information which is in the former life are challenging be find than now is taking
seriously which one works to believe or which one often the resource are convinced. If you have the unstable
resource then you have it as your main information there will be huge disadvantage for you. All those
possibilities will not happen with you if you take Wireshark Network Security as the daily resource
information.

Madeline Edwards:

In this era globalization it is important to someone to receive information. The information will make a
professional understand the condition of the world. The health of the world makes the information quicker to
share. You can find a lot of sources to get information example: internet, magazine, book, and soon. You can
observe that now, a lot of publisher this print many kinds of book. Often the book that recommended for you
is Wireshark Network Security this book consist a lot of the information with the condition of this world



now. This particular book was represented how do the world has grown up. The words styles that writer use
to explain it is easy to understand. Typically the writer made some study when he makes this book. This is
why this book appropriate all of you.

Vivian Regan:

Some individuals said that they feel uninterested when they reading a reserve. They are directly felt the item
when they get a half elements of the book. You can choose the actual book Wireshark Network Security to
make your personal reading is interesting. Your skill of reading talent is developing when you just like
reading. Try to choose basic book to make you enjoy to study it and mingle the sensation about book and
looking at especially. It is to be 1st opinion for you to like to open a book and learn it. Beside that the reserve
Wireshark Network Security can to be your new friend when you're feel alone and confuse in what must
you're doing of these time.
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